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1 EXECUTIVE SUMMARY  

The OSIS I3 Interop [OSIS] was a five-month  event in which organizations, individuals, and projects 

working in the solution spaces of Information Cards  [Information  Cards] and OpenID [OpenID ] 

collaborated to define and demonstrate their ability to transact successfully regardless of differences in 

hardware or software platform. Participants worked within each solution space to define and test 

acceptable behaviors for various situations that crop up when loosely coupled solutions communicate 

with each other via open protocols. Interop participants created result s within two different matrices:  

feature test results which recorded adherence to acceptable behavior when explicitly tested, and cross-

solution results which recorded overall interoperability between solutions with complimentary roles.  

Combined, the participants recorded over 1200 mostly successful results. 

The true impact of this Interop, however, is not how exciting the result is.  What has impressed the 

participants more are the discussions around lesser-known parts of the protocol; the initial failed  tests, 

resulting code changes, and subsequent successes; and even the ongoing process of deciding what 

situations constitute the Interop.    

In the Information Card world, the Interop illustrated that although the most common scenarios are 

consistently implemented by a great number of solutions, there are many areas that have not had 

widespread focus yet ɬ areas such as auditing cards, rich client interaction, and authentication methods 

other than username/password.   

In the OpenID space, a large number of Identity Provider/Relying Party combinations were not 

applicable due to the number of protocols that fall under the umbrella of OpenID and the variation in 

support by the participants . Where solutions combinations were applicable, however , results were 

extremely positive.   

As new solutions enter this space and existing solutions add to their feature sets, the OSIS Interop process 

and results serve as a metric to inform developers what features will contribute to a consistent experience 

for users and administrators. OSIS Interops have served as a focal point for discussion and feature 

concentration and a forcing function to solidify the protocols.  Overall, much was accomplished but there 

is still work to be done.   By examining participation, contribution t o best practices, process and 

collaboration, discoveries, and obstacles, the Interop process can be refined and improved to give even 

more value to those involved ; by doing so, diversity in product offering s will not result in difficulty for 

end users. 
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2 INTRODUCTION  

There is a new generation of Identity infrastructures emerging to challenge the status quo.  Open protocol 

distributed frameworks have been designed to better address the current balance that exists today 

between end users and the websites they visit. New  Identity infrastructures focus on pulling identity 

information such as passwords out of the local databases kept by every website with an authentication 

requirement and replacing password  validation with validation of much greater strength. Responsibility 

for generating the token is delegated to the entity deemed to be authoritative for the data passed. Focus 

on user control over who supplies identity data and what data is supplied has ear ned these new identity 

infrastructures the collective title of user -centric identity technologies.  

While d istributed frameworks help to mitigate issues such as vendor lock -in, by abandoning proprietary 

closed systems, end users lose any absolute guarantee of compatibility between interacting components.  

It therefore becomes critical that solution owners work together to ensure that everyone interprets 

specifications and behaviors around specifications homogeneously. 

Interoperability events such as the I3 Interop in the identity space serve multiple purposes:  they 

demonstrate community support and dedication to maintaining a high standard for compatibility 

between various vendors and projects while also defining what the community tolerances and 

expectations are for interoperating software within in this space.  

This report focuses on the progress and lessons learned during the most recent user-centric Interop Event: 

the I3 Interop, staged by OSIS during the time period starting at the December 2007 IIW conference [IIW  

07] and culminating at the April 2008 RSA conference  [RSA 08].  The goal of this report is to deri ve a 

sense of the overall impact of the event, including participation, contribution to best practices, process 

and collaboration, discoveries, and obstacles. 
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3 BACKGROUND  

3.1 OPEN SOURCE IDENTITY SYSTEMS (OSIS) 

The Open Source Identity Systems (OSIS) organization brings together many identity -related projects and 

synchronizes and harmonizes the construction of an interoperable identity layer for the Internet from 

open-source and commercial components. Current projects include interoperability work for b oth 

Information Card and OpenID implementations.   OSIS was formed in June of 2006 and is a working 

group of Identity Commons . Membership is free and open to anyone interested in user-centric identity . 

3.2 WHAT THE OSIS INTERO PS ARE AND ARE NOT  

The OSIS Interops are an opportunity for implementers to try their code against one another's in a 

systematic way, providing data to help improve implementations.  They are not conformance tests; 

participants do not Ɂpassɂ or Ɂfailɂ. There is also no requirement that any participant  must support 

particular features to participate or that a solution must participate in all aspects of the Interop. Although 

the OSIS Interops end in a demonstration event, that event is merely the conclusion to a collaborative 

process lasting months, during which expectations and directions are refined, technical details are 

discussed, and solutions are updated to respond to issues found during testing. 

3.3 PREVIOUS INTEROP EVENTS 

Two previous Interop events took place before the I3 Interop . The Burton Group hosted both the I1 [I1 

Recap] and I2 [I2 Home ] OSIS Interops: the first at the Catalyst Nort h America Conference in San 

Francisco in July of 2007 and the second at the Catalyst Europe Conference in Barcelona in October of 

2007.  Twenty -four participants took part in the first Interop event and focus was mainly on self -issued 

information card scenarios.  Fourteen participants took part in the second event as the focus changed to 

include managed card scenarios.   

3.4 ANATOMY OF AN INTERO P 

The I3 Interop officially commenced during the IIW conference in Mountain View , California December 

3-5, 2007.  From December 2007 until April 2008, individuals, projects, and organizations were invited to 

register as participants.  Participants enrolled their products and/or services as Interop Solutions.  For 

each solution, they specified in which of six pre -determineËɯɁ2ÖÓÜÛÐÖÕɯ1ÖÓÌÚɂɯÛÏÌɯÚÖÓÜÛÐÖÕÚɯÞÖÜÓËɯÌÕÎÈÎÌȭɯɯ

(Solution roles are defined in detail below.)  Once a participant entered a solution in the Interop, the 

solution appeared in various matrices where results about it could be recorded.   

Two different types o f results matrices were constructed for the I3 Interop:    

1. Ɂ%ÌÈÛÜÙÌɯ3ÌÚÛɯ1ÌÚÜÓÛÚɂȯɯɯ1ÌÚÜÓÛÚɯÐÕɯÛÏÌÚÌɯÔÈÛÙÐÊÌÚɯËÌÔÖÕÚÛÙÈÛÌɯÈËÏÌÙÌÕÊÌɯÛÖɯÛÏÌɯÈÊÊÌ×ÛÈÉÓÌɯ

behavior described within OSIS Features.  Feature Tests are usually a single-solution test; all 
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solutions execute the same test against the same reference solutions in order to get a comparable 

result. 

2. Ɂ"ÙÖÚÚ-2ÖÓÜÛÐÖÕɯ3ÌÚÛÚɂȯɯɯ1ÌÚÜÓÛÚɯÐÕɯÊÙÖÚÚ-solution matrices represent general experience when 

using two complimentary solutions with each other : for example, Information Card Identity 

Providers crossed with Information Card Identity Selectors.  Cross -solution tests involve two or 

more solutions. 

The I3 Interop tested solutions implementing two different user -centric identity systems:  OpenID and 

Information Ca rds.  Figures 1 and 2 illustrate the six different solution roles tested during the Interop:  

1. OpenID Identity Provider  

2. OpenID Relying Party  

3. Information Card Identity Provider  

4. Information Card Relying Party  

5. Information Card Identity Selector  

6. Information Card  Browser Add -On 

OpenID transactions involve the end user entering a unique URL to gain access to an OpenID-enabled 

site (called a Relying Party).   The Relying Party will redirect to an Identity Provider (or more specifically 

an OpenID Provider) site , whic h verifies that the user owns the entered URL.  Once Identity has been 

verified, the user is again redirected to the original site and is allowed to continue.  

OpenID Provider (OP)
¶ Identity Authority

¶ Collects credentials or 

otherwise verifides identity & 

redirects back to Relying Party

¶ Account Creation out-of-band
Relying Party (RP)
¶ Identity Consumer

¶ Redirects to Identity 

Provider based on URL 

entered by user

User

1

2

3

4

5

6

 

Figure 1: Basic Interaction between OpenID Solution Roles and the User  

Information Card transactions involve the cooperation of four different roles.  As in the OpenID 

transaction, the user visits a Relying Party site and causes an Information Card transaction to be 

triggered.  In a rich client desktop application example, t he Identity Selector is directly invoked . In a web 

transaction, however , there is a browser add-on that must be present; this browser add-on detects that an 

Information Card transaction has been triggered, then locates and invokes the Identity Selector on behalf 

of the user.  The user interacts with the Identity Selector to choose a card that represents the Identity 

Provider whose credentials the user would like to see supplied to the Relying Party.  The user may have 
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to provide extra information for the Id entity Provider at this time.  If the Identity P rovider  is satisfied, a 

token containing identity information is passed back to the Identity Selector, which then forwards the 

token onto the Relying Party. Note that in the case where a self-issued card is used, the Identity Selector 

constructs the token to return to the Relying Party ɬ no external Identity Provider is necessary. 

Identity Provider (IdP)
¶ Identity Authority

¶ Invoked when user chooses 

a managed card

¶ Account Creation out-of-band

Relying Party (RP)
¶ Identity Consumer

¶ Triggers information card 

via HTML or Web Services

Identity Selector
¶ Interacts with user to broker transactions between 

an Identity Provider and a Relying Party

¶ May act as Identity Provider for a self-issued card

Browser Add-on
¶ Detects Relying party 

HTML trigger and invokes 

Identity Selector

¶ Only applicable in web 

transactions

User

1

2

3

4

5

6

7

8

 

Figure 2: Basic Interaction between Information Card Solution Roles and the User  
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4 INTEROP CONSTRUCTION  

The I3 Interop working group defined and prioritized the features to be included in the Interop.  Starting 

with best practice candidates suggested by working groups in previous Interops, the working group 

formatted the candidates into descript ions of specific situations experienced by each solution  role (called 

feature lists). For each feature in the feature list, the working group  defined acceptable and unacceptable 

behavior for the situation .   

All I3 Interop features are encapsulated in the following six solution roles:  

Information Card Feature Lists  

Identity 

Provider  
http://osis.idcommons.net/wiki/I3:Information_Card_Identity_Provider_Features 

Relying Party  http://osis.idcommons.net/wiki/I3:Information_Card_Relying_Party_Features 

Identity Selector http://osis.idcommons.net/wiki/I3:Information_Card_Identity_Selector_Features 

Browser Add -

On 
http://osis.idcommons.net/wiki/I3:Information_Card_Browser_Add-on_Features 

OpenID Feature Lists 

Identity 

Provider  
http://osis.idcommons.net/wiki/I3:OpenID_Identity_Provider_Features 

Relying Party  http://osis.idcommons.net/wiki/I3:OpenID_Relying_Party_Features 

Within each feature list, features are divided into three types to help implementers understand the 

context of the feature: 

¶ Interop Features 

o Describe behavior that is critical to successful communications between solutions. 

¶ Condition -Handling Features 

o Describe behavior in situations where other solutions have failed or are behaving in non -

standard ways. 

¶ Usability Features 

o Describe behavior that promotes a common and consistent end user experience.   

4.1 NOT ALL FEATURES ARE CREATED EQUAL LY 

Features describe suggested behavior, not required behavior .  Some features are universally accepted 

among participants, while others represent new or emerging concepts that not all members immediately 

support or possibly even agree with.  To help differentiate those features already supported by Interop 

participants from other features that would be nice to have or that may still be emerging, features have 

been classified with a maturity rating that operates along a simple rationale ɬ if a test exists for that 

feature that is older than the current Interop, the feature is ÊÖÕÚÐËÌÙÌËɯɁ$ÚÛÈÉÓÐÚÏÌËɂȭɯɯ(ÍɯÕÖɯÛÌÚÛɯÌßÐÚÛÚȮɯÖÙɯ

ÐÍɯÛÏÌɯÛÌÚÛɯÞÈÚɯÞÙÐÛÛÌÕɯËÜÙÐÕÎɯÛÏÌɯÊÜÙÙÌÕÛɯ(ÕÛÌÙÖ×ȮɯÛÏÌɯÍÌÈÛÜÙÌɯÐÚɯÊÖÕÚÐËÌÙÌËɯɁ$ÔÌÙÎÐÕÎɂȭɯɯɯ ÛɯÛÏÌɯ

http://osis.idcommons.net/wiki/I3:Information_Card_Identity_Provider_Features
http://osis.idcommons.net/wiki/I3:Information_Card_Relying_Party_Features
http://osis.idcommons.net/wiki/I3:Information_Card_Identity_Selector_Features
http://osis.idcommons.net/wiki/I3:Information_Card_Browser_Add-on_Features
http://osis.idcommons.net/wiki/I3:OpenID_Identity_Provider_Features
http://osis.idcommons.net/wiki/I3:OpenID_Relying_Party_Features
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beginning of each new Interop, proposed features are reviewed and priorities are set for which additional 

tests the participants wish to see implemented. Members then write those tests.    

4.2 NEW FEATURE TESTS 

Information Card feature tests that emerged during the I3 Interop timeframe built upon already existing 

tests to exercise both positive tests between two correctly operating solution roles and negative tests 

where one solution role misbehaves.  OpenID feature tests were not in the scope of the I3 Interop. 

A new positive test for this Interop involved testing the ability of an Identity Selector to recognize and act 

ÈÊÊÖÙËÐÕÎÓàɯÐÍɯÛÏÌɯɁÙÌØÜÐÙÌ2ÛÙÖÕÎ1ÌÊÐ×ÐÌÕÛ(ËÌÕÛÐÛàɂɯÍÓÈÎɯÐÚɯÚÌÛɯÞÐÛÏÐÕɯÈɯÔÈÕÈÎÌËɯÐÕÍÖÙÔÈÛÐÖÕɯÊÈÙË  

[Feature Test RequireStrongRecipient ]. The requireStrongRecipientIdentity flag is used by an Identity 

Provider to signal that it does not wish to transact with any solution that does not use HTTPS.   

An  example of a negative Information Card feature test is the Denial of Service Avoidance Test 

[FeatureTest Selector DOS Avoidance ]. This is a test requiring functionality in both a browser add -on 

and in an identity s elector to disable information card transaction s from triggering manually.  The ability 

to manually disable is critical in the case where a misbehaving Relying Party triggers one information  

card transaction after another without returning contr ol to the user.   

A total of thirty -nine feature tests were written for the I3 Interop; the majority of feature tests described 

new functionality that had not been previously tested in an Interop event.  

4.3 FEATURE TESTING AND RESULTS  

Once features were defined, it was necessary to decide what portion of those features could be tested 

within the I3 Interop timeframe.  The I3 Interop working group prioritized test candidates and decided 

what tests would best challenge participants.  Only information card candidates were considered.  Some 

tests were written using a reference solution (i.e. another participating Interop solution) that was known 

to work in a certain expected fashion. Other tests had to be written against a reference solution that was 

created for the purpose; for example, tests for most condition -handling features.  

As feature tests were written and released, Interop p articipants began to fill in results for their solutions.  

Results matrices are listed on the home page of each participating solution, and participants were 

encouraged to enter one of five different statuses into the result matrix:  

¶ Works 

o Solution passes the test with no issues. 

¶ Issues 

o Solution passes test but problems were seen. 

¶ Failed 

o Solution fails the test. 

¶ N/A  

o Test is not applicable to the current solution.  
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4.4 CROSS-SOLUTION TESTING  AND RESULTS 

In addition to recording results for feature tests, Interop solutions were also plaÊÌËɯÐÕÛÖɯɁ"ÙÖÚÚ-2ÖÓÜÛÐÖÕɂɯ

results matrices that tested a relationship between two complimentary solution roles. For example, one 

matrix contains Identity Selectors related to Identity Providers  while another contains Information Card  

Identity Provi ders related to Relying Parties.  To fill in results, testers attempted to use their solution with 

every solution in the complimentary solution role, recording a status of each attempt. The overall result 

matrices were large: for example, the matrix matchi ng Information Card  Identity Providers with Relying 

Parties contained more than six hundred and fifty distinct result possibilities . 

Cross-Solution Result Matrices were created for the following combinations of solution roles:  

Information Card Cross -Solution Results Matrices 

Identity Provider 

with Identity 

Selector 

http://osis.idcommons.net/wiki/I3:Cross_Solution_Information_Card_Identity_Provider_
x_Identity_Selector_Results 

Identity Selector 

with Browser Add -

on 

http://osis.idcommons.net/wiki/I3:Cross_Solution_Information_Card_Identity_Selector_
x_Browser_Add-on_Results 

Relying Party with 

Identity Provider  
http://osis.idcommons.net/wiki/I3:Cross_Solution_Information_Card_Relying_Party_x_I
dentity_Provider_Results 

Relying Party with 

Identity Selector 
http://osis.idcommons.net/wiki/I3:Cross_Solution_Information_Card_Relying_Party_x_I
dentity_Selector_Results 

OpenID Cross-Solution Results Matrices 

Identity Provider 

with Relying Party  
http://osis.idcommons.net/wiki/I3:Cross_Solution_OpenID_Identity_Provider_x_Relying
_Party_Results 

2ÌÓÌÊÛÐÕÎɯÛÏÌɯɁ(ËÌÕÛÐÛàɯ2ÌÓÌÊÛÖÙɯÞÐÛÏɯ!ÙÖÞÚÌÙɯ ËË-ÖÕɂɯÔÈÛÙÐßɯÍÙÖÔɯÛÏÌɯÈÉÖÝÌɯÊÏÈÙÛɯÞÖÜÓËɯÙÌÚÜÓÛɯÐÕɯÈɯÓÐÕÒɯ

to the following page on the OSIS wiki : 

 

Figure 3: Example Cross-Solution Matrix  

http://osis.idcommons.net/wiki/I3:Cross_Solution_Information_Card_Identity_Provider_x_Identity_Selector_Results
http://osis.idcommons.net/wiki/I3:Cross_Solution_Information_Card_Identity_Provider_x_Identity_Selector_Results
http://osis.idcommons.net/wiki/I3:Cross_Solution_Information_Card_Identity_Selector_x_Browser_Add-on_Results
http://osis.idcommons.net/wiki/I3:Cross_Solution_Information_Card_Identity_Selector_x_Browser_Add-on_Results
http://osis.idcommons.net/wiki/I3:Cross_Solution_Information_Card_Relying_Party_x_Identity_Provider_Results
http://osis.idcommons.net/wiki/I3:Cross_Solution_Information_Card_Relying_Party_x_Identity_Provider_Results
http://osis.idcommons.net/wiki/I3:Cross_Solution_Information_Card_Relying_Party_x_Identity_Selector_Results
http://osis.idcommons.net/wiki/I3:Cross_Solution_Information_Card_Relying_Party_x_Identity_Selector_Results
http://osis.idcommons.net/wiki/I3:Cross_Solution_OpenID_Identity_Provider_x_Relying_Party_Results
http://osis.idcommons.net/wiki/I3:Cross_Solution_OpenID_Identity_Provider_x_Relying_Party_Results

